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Isn’t it a specification issue?

Dangerous code, well-specified, can be used naked.
Do we need a new programming language?

Can we specify assembler programs?

Of course we can!

Who needs kernel mode?

Systems with back doors have burglars.
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Separation logic

... is aresource logic grafted on to Hoare logic, using integer pointers
(just like real life!)

— describes a singleton heapis for separation)\ is for alternate
descriptions.

(Ko xyie ) XY
(Xx— EAX—FE)—E=F

The ‘frame property’ is roughly that if a program doesn’t crash with a
particular heap, it won't crash in a larger heap.

{Q}C{R}
The frame rule{P « Q}C{P x R}

Magic with allocation:{emp }x := new(){x — _};
{x+ _} dispose{emp}.

(modifies C Nwvars P = ()
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Resource : Vars full, b;

X:=new); with r when full do
with r when —full do y:=b;

b:=x; full := false

full := true od;
od disposey
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Sharing (collective, 2003)

Brookes’ (CMU) model showed that it's safe (no races) to reason with
separation logic and ownership transfer — provided variables are
partitioned read/write to threads and ‘resources’ / read shared.

Can we share read-only buffers? (Brookes suggests yes ...)

x = new( ); | ]
This program is ok: X | z:

dlspose<

X:=new);[X] :=

y:=[X; || [X:=2 _
dispose || z:= x|+ 1)’
X :=y+z
Boyland (Wisconsin) told us thz%t+ % = 1. If 1 means ownership, a
fraction means read access (and no writing, no disposing).

e )

This program is not: <
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Properties of fractional permissions

EpE -0<z<1

E—EAZ>0AZ>0 <= E—E*xE—F
7+7 z 7z

{Re} x=E {R}

{E’ = i [E']:=E éE’ — E}

{E’ — E x:=[E'] E— EAXx= E} (xnot free inE, E)
{emp}  x:=newE) {X = E}
{E T ,} disposéE {emp}
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X :=new);
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X =1,

{X'T 1}-'-{)('_0'.? 1*X|—0€> 1}

{xros 1 )
z:=[x+1 :

X 55 1Ay:1} {xwl/\z:Z}
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Intel's IXP uses pipeline processing, with queues between
components.

Singlecast is no problem:
1. areader thread assembles a packet into a buffer;

2. transfers ownership into a queue for further processing, and
forgets about it;

3. intermediate threads get ownership from one queue and put it in
another;

4. afinal writer thread transmits the packet and disposes the buffer.

We'd like end-of-the-line disposes in multicasting too, where a single
buffer is shared between multiple pipelines. But with fractional
permissions??

The standard programming techniqu@&mission countingnot
reference counting!). But with fractional permissions?? e
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Building on the ownership idea, we give semaphores invariants.

v

v

ExecutingP usually releases resources into the program;
executingV usually takes the resources back;
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the quantity of resource can depend on the semaphore value.
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Semaphores as resource-holders (O’'Hearn 2004)

Building on the ownership idea, we give semaphores invariants.

v

v

ExecutingP usually releases resources into the program;
executingV usually takes the resources back;

v

the quantity of resource can depend on the semaphore value.

v

In place of locks and exclusion we have permission!

v

et S
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A permission-counting program

P(read);

count-+;

if count = 1 then P(write);
V(read);

... reading happens here ...
P(read);
count — —;

if count = 0 then V(write);
V(read)

12

P(write);
... writing happens here ...

V(write)
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We have a “block” (which counts) and “chips” (which give
read-only access).

EXNE -n>0
EMLE «— EMLEE—FE

The block gives read access, plus write/dispoge=f 0.
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Counting permissions

» We have a “block” (which counts) and “chips” (which give
read-only access).

ELE -n>0
EMLE «— EXMLEAE~FE
» The block gives read access, plus write/dispose=f 0.
R} x=E (R}
{E/ 2, ,} [x]:=E {E/ 2, E}
{E'—E} x=[E] {E' — EAXx=E} (xnotfree inE, E)
{emp} x:=newE) {x O E
{E 2, ,} disposeE {emp}
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A proof: resource safety of readers and writers

write : Z+% _

read : (count) if count = 0 then emp else z <241, _

{emp}
P(read);

count+ := 1,

if count = 1 then P(write)

else ;

V(read);
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A proof: resource safety of readers and writers

write : Z+% _

read : (count) if count = 0 then emp else z <241, _

{emp}
P(read);
if count = 0 then emp else z -24%, ,}
count+ := 1,

{if count — 1 = 0 then emp else z -2 =1, ,}

if count = 1 then {emp} P(write) { z 2, ,}
else z count—1, ,};

7 count—1 7}‘.'{2 count 7*2'_>7}

V(read);
Z— -
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Multicast pipeline stage 1

while true do
X := new);
fill(x); 1:=0; lim := addresscount(X);
while i < lim do
if i +1 = lim then splitx fi;
enqueué, addressi(X)); i+
od
od
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Multicast pipeline stage 1

while true do
X := new);
fill(x); 1:=0; lim := addresscount(X);
while I < lim do
if i +1 = lim then splitx fi;
enqueué, addressi(X)); i+
od
od
new allocates a buffer and, just next to it, a semaphore with value
1 and invariantf n = 1 then emp else X % _ fi.

‘split’ is actually V(& (x — 1)) (cf. readers and writers ‘read’
semaphore).

e
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Multicast end-of-pipeline

while true do

X := dequeug);
empty(X); free(x)
od
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Multicast end-of-pipeline

while true do

X := dequeug);
empty(X); free(x)
od

» ‘free’ is actuallyP (&(x — 1)); the corresponding critical region
isn— —;if n = 0 then disposéx — 1, bufsiz 4+ 1)) fi.
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Multicast end-of-pipeline

while true do

X := dequeug);
empty(X); free(x)
od

» ‘free’ is actuallyP (&(x — 1)); the corresponding critical region
isn— —;if n = 0 then disposéx — 1, bufsiz 4+ 1)) fi.

» (The dispose gets rid of the semaphore as well.)
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Multicast end-of-pipeline

while true do

X := dequeug);
empty(X); free(x)
od

» ‘free’ is actuallyP (&(x — 1)); the corresponding critical region
isn— —;if n = 0 then disposéx — 1, bufsiz 4+ 1)) fi.

» (The dispose gets rid of the semaphore as well.)

» You can't write the precondition of ‘free’ without mentionimgy

Maybe you can't write it at all without a race condition ... The
postcondition is definitelgmp, though.

'yg\ﬁ%T_
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Disclaimer

This work is already over six weeks old. Things move fast!

Matthew Parkinson has already pointed out that we didn't know how
to handle shared recursive data structures (and provided a correction)

There are models for fractional and counting permissions; there are
moves (Parkinson again) to unify them.

Watch this space!
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